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DevOps for +15 years (started my monitoring journey with fragiesnetsaint)
Toulouse DevOps Meetup Leader
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Who are you?

Quick Surveys:

*Who is familiar with DevOps?
*Who is familiar with Docker?
*Who is familiar with Kubernetes?

*Who is familiar with Monitoring?




Let's define some (buzz)words (1/2)

Operations (exploitation in French): operate a service, running code in production and make
sure the service is available for customers/users.

Because the goal of writing code is not only to write code!

Monitoring: check that a service is operating as expected. Use to be "simple" checks like ping,
checks ports, etc.




Let's define some (buzz)words (2/2)

DevOps:
"agile" movement for the operations

movement initiated around 2007 to get the development teams closer to the operationsand avoid silos. Dev vs
Ops was (and is still) a classical patternsin numerous organizations.

While we often talk of tooling, automation, the initial mindset of this movement was a real culture change with
mutual understanding.

This is also pushed by major Internet actors: Facebook, Amazon, Google as they provide a service, not code

Every company implement his DevOps strategyin a different way: SRE for Google, "you build it, you runit" for
Amazon.

Huge adoption, as all companies want to transformin services companies (getting recurring revenues) instead of
product companies (selling one shot).



DevOps

* Improve overall tooling
* Introduce "continuous deployment"”

* Monitoring/Observability are core in
the DevOps approach




Bleemeo?

Observability & Monitoringas a service solution
Compatible with market standards

Two Open Source projects:

o Glouton, universal monitoring agent written in Go with
Prometheus, Statsd, Graphite, Nagios, Zabbix compatibility

o SquirrelDB, a scalable Prometheus compatible storage
backend based on Cassandra




Old Monitoring Days

*Monitor your server as a blackbox

*Only monitor server & services (web server,
database)

*Only availability, not metrics

*Nagios & derivates
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Network
Operation Center

=Big-huge displays
*Network traffic

*Where the operationsteam "lives"

*Apply Standard Operating
Procedures (SOP)

*A bit old fashioned...




Microservices and modern era
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Graphite... and Prometheus

Graphite change the way we were doing monitoring: metrics became central

Graphite appeared in 2008

Prometheus became de-facto standard for monitoring

Prometheus was "invented" in 2012 at Soundcloud and is now a (graduated) CNCF project

Ecosystem based on Prometheus: exporters, Grafana, software themselves (Kubernetes, Traefik
& many others)

Foraphite

Prometheus




What type of

monitoring?

Monitoring your system infrastructure
(servers, etc.)

Monitoring your network (switch, routers,
firewalls)

Monitoring your application logs (ELK from
Elastic)

Monitoring your application performances
(need an agent in the application)



s/monitoring/observability/

:? No more monitoring as blackbox: we now know what is inside
@ Exports tons of metrics for future usage

[l Code need to be instrumented to provide business metrics

== New Buzzword @



Three pillars of observability

OBSERVABILITY




Observability Golden Signals

The RED Method
(Request) Rate - the number of requests, per second, you services are serving.
(Request) Errors - the number of failed requests per second.

(Request) Duration - distributions of the amount of time each request takes.

The USE Method
(Ressource) Utilization: as a percent over a time interval. eg, "one disk is running at 90% utilization".
(Ressource) Saturation: as a queue length. eg, "the CPUs have an average run queue length of four".

(Ressource) Errors: scalar counts. eg, "this network interface has had fifty late collisions".



Prometheus exporters

<« c @ © | @ localhost:8000/me

d]ango http requests latency seconds by view method bucket{le—“+1nf“ method="GET" V1EW*”prometheus d]angu metrics"} 1.0
django_http_requests_latency_seconds_by view | | method |_count{method="GET",view="prometheus-django-metrics"} 1.0
django_http requests latency seconds by view method sum{method="GET",view="prometheus-django-metrics"} 0.004497956004342996
django http requests latency seconds by view method bucket{le="0.01",method="GET",view="<unnamed view>"} 1.0
django _http requests latency seconds by view method bucket{le="0.025",method="GET",view="<unnamed view>"} 2.0
django_http_requests latency seconds by view method bucket{le="0.85",method="GET",view="<unnamed view>"} 2.0
django_http_requests_latency seconds_by view method_bucket{le="0.075",method="GET",view="<unnamed view>"} 2.0
django_http_requests_latency_seconds_by view I /_ method |_bucket{le="0.1",method="GET",view="<unnamed view>"} 2.0
django_http requests latency seconds by view method bucket{le="0.25",method="GET",view="<unnamed view="} 2.0
django http requests latency seconds by view method bucket{le="0.5",method="GET",view="<unnamed view>"} 2.0
django _http requests latency seconds by view method bucket{le="0.75",method="GET",view="<unnamed view>"} 2.0
django_http requests latency seconds by view method bucket{le="1.0",method="GET",view="<unnamed view>"} 2.0
django_http_requests_latency seconds_by view method_bucket{le="2.5",method="GET",view="<unnamed view>"} 2.0

2.0

2.0

Prometheus exporters export on web page metrics
(basic plain text page with a metric per line)

Prometheus poll regularly those endpoints

e e o django_http_requests_latency_seconds_by view I [ method |_bucket{le="5.0",method="GET",view="<unnamed view>"}

P rOI I I et h e u S eX po rte rS eX I St O r a I l I l Ost eve ryt h I ng . django_http requests latency seconds by view method bucket{le="7.5",method="GET",view="<unnamed view>"}
django http requests latency seconds by view method bucket{le="10.8",method="GET",view="<unnamed view>"}

django _http requests latency seconds by view method bucket{le="25.8",method="GET",view="<unnamed v1ew>”}

django_http requests latency seconds by view method bucket{le="50.8",method="GET",view="<unnamed view>"}

django http requests latency seconds by view method bucket{le="75.8",method="GET",view="<unnamed view>"}

django_http requests latency seconds by view method bucket{le="+Inf",method="GET",view="<unnamed view>"}

django_http requests latency seconds by view method count{method="GET",view="<unnamed view>"} 2.8

django_http_requests_latency seconds_by view method sum{method="GET",view="<unnamed view>"} ©.01597754599788459

django_http_requests_latency_seconds_by view method_bucket{le="0.01" ,method:"GET" ,view="bleemeo_quote.views.index"} 686.0

django http requests latency seconds by view method bucket{le="0.025",method="GET",view="bleemeo quote.views.index"} 689.0

django http requests latency seconds by view method bucket{le="0.05",method="GET",view="bleemeo quote.views.index"} 689.0

django http requests latency seconds by view method bucket{le="8.875",method="GET",view="bleemeo quote.views.index"} 692.8

django_http requests latency seconds by view method bucket{le="0,1",method="GET",view="bleemeo quote.views.index"} 692.0

django_http_requests_latency seconds_by view method_bucket{le="0.25",method="GET",view="bleemeo_quote.views.index"} 692.0

django_http_requests_latency_seconds_by view method_bucket{le="0.5",method="GET",view="bleemeo_quote.views.index"} 692.0

django http requests latency seconds by view method bucket{le="0.75",method="GET",view="bleemeo quote.views.index"} 692.0

django http requests latency seconds by view method bucket{le="1.0",method="GET",view="bleemeo quote.views.index"} 692.0

django _http requests latency seconds by view method bucket{le="2.5",method="GET",view="bleemeo quote.views.index"} 692.0

django_http requests latency seconds by view method bucket{le="5.0",method="GET",view="bleemeo quote.views.index"} 692.0

django_http_requests_latency seconds_by view method_bucket{le="7.5",method="GET",view="bleemeo_quote.views.index"} 692.0

django _http requests latency seconds by view method bucket{le="10.8",method="GET",view="bleemeo quote.views.index"} 692.0

django http requests latency seconds by view method bucket{le="25.8",method="GET",view="bleemeo quote.views.index"} 692.0

django_http_requests_latency seconds_by view method_bucket{le="50.8",method="GET",view="bleemeo_quote.views.index"} 692.0

django_http_requests_latency seconds_by view method_bucket{le="75.8",method="GET",view="bleemeo_quote.views.index"} 692.0

django http requests latency seconds by view method bucket{le="+Inf",method="GET",view="bleemeo quote.views.index"} 692.0

django http requests latency seconds by view method count{method="GET",view="bleemeo quote.views.index"} 692.0

django_http requests latency seconds by view method sum{method="GET", v1ew-“h1eemeo ) quote.views.index"} 1.1842275859380607

# TYPE django http requests latency seconds by view method created gauge

django_http_requests_latency seconds_by view method_created{method="GET",view="prometheus-django-metrics"} 1.572701763289514e+09

django_http_requests_latency seconds_by view method_created{method="GET",view="<unnamed view>"} 1.5727017632967687e+09

django _http requests latency seconds by view method created{method="GET", view="bleemeo quote.views.index"} 1.5727018193420057e+09

# HELP django http requests unknown latency total Count of reguests for which the latency was unknown.

https://prometheus.io/docs/instrumenting/exporters/




<> Code Issues 24 Pull requests 8 Projects 0 Wiki Security Insights

| n f l rl | m e n l yOl | r ( O d e korfuri / django-prometheus [([Fusedby~ 154 @ Watch~ 21 % star 490 Y Fork 127

Export Django monitoring metrics for Prometheus.io

prometheus  django  django-prometheus  python  monitoring  exported-meirics  mefrics  prometheus-client
. - - . D 262 commits ¥ 9 branches © 27 releases 4% 27 contributors s Apache-2.0
.
For Django application: django-prometheus
Branch: master v New pull request Create new file  Upload files  Find file
B asherf Merge puil request #133 from asherf/dups == Latest commit @16fa7f 6 days ago
. . .
Django Middleware for metrics
KristianOellegaard / django-health-check @ Watch~ 13  Star 421 YFork 101 mpatibility 24 days ago
yml last montt
<> Code Issues 4 Pull requests 2 Projects 0 Wiki Security Insights
| caches backends (#69) 2 years ago
a pluggable app that runs a full check on the deployment, using a number of plugins to check e.g. database, queue server, celery 11 days ago
processes, etc. https:/ireadthedocs.org/projects/djan...
last month

Health checks and custom checks with e S © domeases 1435 conibtors M 5 year

H Branch: master ~ | New pull request Create new file  Upload flles | Find file 2 months ago
django-health-checks -

B codingioe Resolve #232 - Change license information to MIT Latest commit 7f7caes 4 days ago ;
11 days ago

i docs Add format GET attribute to override response content type & months ago |ast month
| health_check Add Redis Health Check (#225) 2 months ago - )
i tests Add Redis Health Check (#225) 2 months ago e o
MIDDLEWARE = [ — i
'django_prometheus.middleware.PrometheusBeforeMiddleware', ahecksyml Enable fsort (£213) 7 morihe ago
'django.contrib.sessions.middleware.SessionMiddleware', adtorcontiy Cleanup repo setun | 2 yenrs a0

'django.contrib.auth.middleware.AuthenticationMiddleware',

gitignore Cleanup repo setup (¥
‘django.contrib.messages.middleware.MessageMiddleware', iravis.ym Add Redis Health Check (# 2
‘django _prometheus.middleware.PrometheusAfterMiddleware"', LICENSE Resolve #232  Change license information to MIT

MANIFEST.in

README.rst se information to MIT

requirements-dev.txt Add Redis Health Check (#225) 2 months ago

setup.cfg Resolve #232 -- Change license information to MIT 4 days age

setup.py Remove pbr in favor of setuptools_scm 2 months ago




Prometheus Ecosystem

Exporters we just talked about
Grafana for graphing your metrics
Alert Manager for generating alerts

Libraries to instrument your code (replacing
"proprietary" APM)

Short-lived
jobs

push metrics
atexit

¥

Service discovery

kubernetes

discover
targets

file sd

Pushgateway

(1111 I—
metrics

Jobs/

. Prometheus server

----- Retrieval (> TSDB [«

| HTTP
server

O

exporters

Prometheus
targets

Prometheus
alerting = pagerduty
Alertmanager [~ y Email
+ notify _
A etc
pﬁsh
alerts
PromQL
Prometheus
web Ul
Grafana Data
"""""""""""" = visualization
and export
API clients




Logs management

ELK from Elastic or Loki from Grafana Labs
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Tracing

Jaeger or Zipkin
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More Readings

Google SRE books (2 books available online for Free):

https://landing.google.com/sre/books/

Prometheus Overview:

https://prometheus.io/docs/introduction/overview/



https://landing.google.com/sre/books/
https://prometheus.io/docs/introduction/overview/

Next Week Hackathon

Code & Deploy an application following observability best practices.
We will provide:

Application objectives :)

Links to libraries and examples to help you to build your application

Access to an AWS server (one EC2 instance per team)

https://events.bleemeo.com/bleemeo/hackathon-epitech-2020/



https://events.bleemeo.com/bleemeo/hackathon-epitech-2020/

Questions?

P https://bleemeo.comi/jobs .



https://bleemeo.com/jobs

